A Treatise on Uncertainty

In my latest book, “Modern Corporate Risk Management:  A Blueprint for Positive Change and Effectiveness,” I define the term “risk” as:

A pertinent event for which there is a textual description.

The term “pertinent” in the risk definition means that the event described should not be trivial, but should have a significant and material impact on, for example, a project.  The “textual description” part of the definition means that one should be able to clearly articulate the risk event.  An example of a clear textual description would be:

If a civil war breaks out in the neighboring country, the disruption of our material transport will be interrupted, causing significant schedule delays and an increase in capital spending.

In this description, we have:

· Articulated the cause (civil war)

· Articulated the impact (disruption of material transport)

· Articulated the metrics of the impact (schedule and capital spend).

Associated with each risk are at least two things – a probability and a consequence.  About each of these things we can be certain or uncertain.  Uncertainty (as we will see later in this discourse, the “relative” uncertainty) typically is expressed as a range of values.  

For example, experts in the politics of the neighboring country might be interviewed regarding the likelihood of the outbreak of a civil war.  They might conclude that there exists a 20% to 50% chance of civil war with a most likely probability of 30%.  With regard to impact (consequence), experts in logistics estimate that the schedule impact might be a minimum project delay of 2 months, most likely 6 months, but it could delay the project as much as 18 months.  Commercial experts estimate that the increase in capital spend could range from a minimum of $2 million to a maximum of $15 million, with an increase of $7 million most likely.

So, given the title of this treatise, let’s take a closer look at uncertainty.   To start in a relatively simple place, let’s consider the time-honored coin-flip example.  The probability of getting a “heads” is, of course, 50% – the same as the probability of getting a “tails.”  This probability is “certain” in that there exists no associated range – it is 50%. So, under the definition above regarding uncertainty, there would be no uncertainty associated with the coin flip.  
But wait, it is true that there is no uncertainty range around the probability (50%), but I am still uncertain regarding the outcome of the flip – that is, I am not sure (I am uncertain) whether I will get a “heads” or a “tails.”  This brings us to “inherent” uncertainty.  Inherent uncertainty in a situation stems from the fact that the probability is not 100% or 0.  If we consider the probability of getting a “heads,” if the probability is 100%, then we are dealing with a two-headed coin (a “heads” on both sides).  If, however, the probability is 0, then we are dealing with a coin that has a “tails” on both sides.
Whether we are considering the coin-flip scenario or any other situation, inherent uncertainty “peaks” at 50% probability.  Although it is difficult to imagine a coin that would, say, give us when flipped an 80% chance of a “heads”  and a 20% chance of a “tails,” such a conceptual model can still be considered.  (The best actual model for this that I can think of is a ball-shaped “coin” on which there is a small circular flat spot on which the “tails” face is imprinted.  When such a ball-coin is “flipped,” there would exist only a 20% chance that it would come to rest on the flat spot based on the size of the flat spot.)  
Anyway, the ball-coin aside, at 50% probability (the “normal” coin), we have our greatest inherent uncertainty.  As probability moves toward 100%, we are more sure of one of the outcomes.  As probability moves toward 0, we are more sure of another outcome.  Maximum inherent uncertainty is at the 50/50 place.

Inherent uncertainty should not be measured on any scale.  It simply exists when the probability is not 100% or 0.  As the probability nears 100% or 0, our inherent uncertainty is less, but is only a reflection of the % probability.  

This differs from “relative uncertainty,” which is the uncertainty that represents the range of values “around” or relative to a most likely probability value.  The uncertainties expressed regarding the probability (range) of civil war in the example outlined near the beginning of this section are examples.
Relative uncertainty, unlike probability, likely (but not necessarily) increases with increasing effort to mitigate threats or to capture opportunities.  This is true for the uncertainty related to probability and to that associated with consequence (impact).  Admittedly, at first this seems counterintuitive.  Let me explain using threats as an example.
Let’s consider the situation in which a massive piece of rotating equipment is to be installed in a production facility.  This basic type of equipment has been utilized for decades in the type of operation in which it is now going to be employed.  Decades of statistics show that over a 5-year period, if installation is traditional, the probability of a rotating-equipment-related incident of significant negative impact ranges from 35% to 45% – a 10% uncertainty range.  
Personnel in charge of safety have deemed this chance of an industrial incident is unacceptable.  Scientists and engineers have been assigned the task of coming up with a scheme that will significantly reduce the likelihood of a rotating-equipment-related incident.  After a month of considering the situation, the cadre of scientists and engineers has made recommendations related to work-shift changes, electronic monitors, physical barriers, and other non traditional installation and operation considerations.  They estimate that if the recommended changes are implemented, the probability of a serious incident, over a 5-year period, will be between 5% and 25%.  They have significantly reduced the probability of an incident, but because the recommended changes have never before been implemented, they are relatively unsure (a 20% uncertainty range) regarding the likelihood of an incident.  

This makes sense because the original estimate of probability was based on decades of empirical evidence.  Revamping the physical aspects of equipment installation and operation likely will reduce the probability of an equipment-related incident.  However, company personnel can’t be more sure about the range (uncertainty) of probability related to following the recommendations than they are about decades of evidence related to traditional installation and operation.
So, if personnel associated with, for example, threat mitigation are doing their jobs throughout project life, probabilities of realizing a negative incident should be reduced.  With implementation of new mitigation steps, however, uncertainty regarding their effectiveness typically increases relative to uncertainty related to situations in which new processes and techniques had not been implemented.  In this case, the uncertainty – with reduced probability – has doubled (from 10 to 20%).
Uncertainty related to consequence also can increase in a similar manner as a project advances and threat-mitigation actions are implemented.  Consider the situation in which engineers working for a passenger-transporting rail system have been charged with reducing the severity of injuries associated with common rail-related mishaps (sudden stops, derailments, etc.).  Currently, the average per-injured-person cost of a single incident ranges from $120,000 to $160,000, a $40,000 range.
A separate group of engineers and scientists has been charged with looking into steps that might be taken to reduce the likelihood (probability) of having a rail-related accident.  The engineers with whom we are concerned in this example are focused on reducing injuries when an accident occurs – regardless of frequency.
After carefully considering the situation, the engineering staff comes forward with recommendations regarding padding in critical and unconventional areas, unique seating configurations, changes in glass location and composition, and other safety-related changes.  Final forecasts of average injury cost – if all of the unique threat-mitigation steps are implemented – range from $50,000 to $120,000, a $70,000 range.  Just like in the probability-reduction example, the amount of average cost has potentially been significantly reduced; however, because the recommended improvements are yet untried, the uncertainty range has increased.  
Now, of course, if the actions to mitigate these threats were “tried and true,” then the uncertainty associated with their implementation might not increase as much as indicated in these examples.  However, if such actions were, in fact, proven, one would have to wonder why those proven processes and techniques were not initially implemented.  Typically, steps taken to mitigate threats represent new and relatively unproven tactics.  The associated figure indicates how relative uncertainty might increase with an improving (lower probability of a threat and a lesser negative consequence) project situation.  Although I have here concentrated on threats, the same logic applies to capture of opportunities.
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“Relative” Uncertainty – that which represents the range

of values “around” (relative to) a deterministic estimate of 

probability or consequence.

Relative uncertainty should increase during project life if, in fact, we are implementing

new and novel processes and techniques in an attempt to reduce the probability

or the consequence associated with, for example, a threat.  See the accompanying text 

for further explanation.


