Appendix A

Assess the general company environment for risks of fraudulent reporting

	Control Indicators
	Yes
	No

	
	
	

	Create and maintain a culture of honesty and high ethics
	
	

	Does the company have a written code of ethics and business conduct
	
	

	Does the company conduct ethical and security training for new employees and periodic updates for existing employees?
	
	

	Does the company require the code of conduct to be signed on an annual basis?
	
	

	Does management set the right example; that is, does it follow the organization’s mission statement, code of ethics and business conduct, and other policies of the organization, and is it clearly seen to be doing so by employees?
	
	

	Does the company use background checks, sensitive positions screening or testing procedures, or both; for example, psychological tests, drug tests, or lie detector tests, or a combination of all three, where permitted by law?
	
	

	Does the company have fair policies in the area of employee relations and compensation, for example, salaries, fringe benefits, performance appraisal, promotions, severance pay, and do these policies compare favorably with those of competitors and promote an environment that minimizes disenchantment and other similar motives to commit fraud?
	
	

	Does the company actively investigate material fraud allegations with the following objectives:

· A thorough investigation of the incident should be conducted

· Appropriate and consistent actions should be taken against violators

· Relevant controls should be assessed and improved

· Communication and training should occur to reinforce the entity’s values, code of conduct, and expectations
	
	

	
	
	

	Evaluate the risks of fraud, and implement the processes, procedures and controls needed to mitigate the risks and reduce the opportunities for fraud
	
	

	To what extent has the entity implemented an ongoing process for regular identification of the significant fraud risks to which the entity is exposed? 
	
	

	To what extent has the entity identified and had approved by the board of directors a policy on how the entity will manage its fraud risks? Such a policy should identify the risk owner responsible for managing fraud risks, what risks will be rejected (e.g., by declining certain business opportunities), what risks will be transferred to others through insurance or by contract, and what steps will be taken to manage the fraud risks that are retained.
	
	

	Has the organization explicitly considered the need for fraud prevention in the design and maintenance of the system of internal controls?
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	Yes
	No

	Effective oversight process
	
	

	Does the organization have written, specific job descriptions?
	
	

	Are job descriptions adhered to?
	
	

	Does the organization have an organization chart that reflects and is consistent with the job descriptions of its employees?
	
	

	Are incompatible duties segregated, for example, handling of valuable assets—especially cash—and related records?
	
	

	Do supervisors and managers have adequate fraud awareness, that is, are they alert to the possibility of fraud whenever an unusual or exceptional situation occurs, such as supplier or customer complaints about their accounts?
	
	

	Do supervisors and managers diligently review their subordinates’ work, for example, accounting reconciliations, and redo the work when appropriate? 
	
	

	Is there an internal audit function?
	
	

	Does the internal audit function perform regular checks to ensure that fraud prevention mechanisms are in place and operating as intended?
	
	

	Are external audits performed on a regular basis, for example, quarterly for larger businesses?
	
	

	Do external auditors receive full cooperation from management with respect to their work in general and fraud matters in particular, for example, through the audit committee?
	
	

	Are the audit committee members independent of the company?
	
	

	Do the board of director members have sufficient knowledge, industry experience, and time to serve effectively?
	
	

	Does the audit committee meet separately with the internal and external auditors to assess relative risks of fraud in the organization?
	
	

	Does the organization have fair mechanisms in place for dealing with employee grievances and/or fraud allegations?
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Appendix B

Assess Environment for Fraudulent Reporting – Pressures

	Pressure Indicators
	Yes
	No

	Financial stability or profitability is threatened by economic, industry, or entity operating conditions, such as (or as indicated by): 
	
	

	High degree of competition or market saturation, accompanied by declining margins 
	
	

	High vulnerability to rapid changes, such as changes in technology, product obsolescence, or interest rates 
	
	

	Significant declines in customer demand and increasing business failures in either the industry or overall economy 
	
	

	Operating losses making the threat of bankruptcy, foreclosure, or hostile takeover imminent 
	
	

	Recurring negative cash flows from operations or an inability to generate cash flows from operations while reporting earnings and earnings growth 
	
	

	Rapid growth or unusual profitability, especially compared to that of other companies in the same industry 
	
	

	New accounting, statutory, or regulatory requirements 
	
	

	Excessive pressure exists for management to meet the requirements or expectations of third parties due to the following: 
	
	

	· Profitability or trend level expectations of investment analysts, institutional investors, significant creditors, or other external parties (particularly expectations that are unduly aggressive or unrealistic), including expectations created by management in, for example, overly optimistic press releases or annual report messages 
	
	

	· Need to obtain additional debt or equity financing to stay competitive-including financing of major research and development or capital expenditures 
	
	

	· Marginal ability to meet exchange listing requirements or debt repayment or other debt covenant requirements 
	
	

	· Perceived or real adverse effects of reporting poor financial results on significant pending transactions, such as business combinations or contract awards 
	
	

	Information available indicates that management or the board of directors' personal financial situation is threatened by the entity's financial performance arising from the following: 
	
	

	· Significant financial interests in the entity 
	
	

	· Significant portions of their compensation (for example, bonuses, stock options, and earn-out arrangements) being contingent upon achieving aggressive targets for stock price, operating results, financial position, or cash flow
	
	

	· Personal guarantees of debts of the entity 
	
	

	There is excessive pressure on management or operating personnel to meet financial targets set up by the board of directors or management, including sales or profitability incentive goals. 
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Appendix B

Assess Environment for Fraudulent Reporting – Opportunities

	Opportunity Indicators
	Yes
	No

	The nature of the industry or the entity's operations provides opportunities to engage in fraudulent financial reporting that can arise from the following: 
	
	

	· Significant related-party transactions not in the ordinary course of business or with related entities not audited or audited by another firm 
	
	

	· A strong financial presence or ability to dominate a certain industry sector that allows the entity to dictate terms or conditions to suppliers or customers that may result in inappropriate or non-arm's-length transactions 
	
	

	· Assets, liabilities, revenues, or expenses based on significant estimates that involve subjective judgments or uncertainties that are difficult to corroborate 
	
	

	· Significant, unusual, or highly complex transactions, especially those close to period end that pose difficult "substance over form" questions 
	
	

	· Significant operations located or conducted across international borders in jurisdictions where differing business environments and cultures exist 
	
	

	· Significant bank accounts or subsidiary or branch operations in tax-haven jurisdictions for which there appears to be no clear business justification 
	
	

	There is ineffective monitoring of management as a result of the following: 
	
	

	· Domination of management by a single person or small group (in a nonowner-managed business) without compensating controls 
	
	

	· Ineffective board of directors or audit committee oversight over the financial reporting process and internal control 
	
	

	There is a complex or unstable organizational structure, as evidenced by the following: 
	
	

	· Difficulty in determining the organization or individuals that have controlling interest in the entity 
	
	

	· Overly complex organizational structure involving unusual legal entities or managerial lines of authority 
	
	

	· High turnover of senior management, counsel, or board members 
	
	

	Internal control components are deficient as a result of the following: 
	
	

	· Poor physical safeguards over assets
	
	

	· Policies and procedures are documented and updated regularly to ensure appropriate authorization policies exist.
	
	

	· Inadequate monitoring of controls, including automated controls and controls over interim financial reporting (where external reporting is required) 
	
	

	· Key accounts are not reconciled to the general ledger and/or outside evidence (i.e., bank statements)
	
	

	· Transactions are not recorded in a timely or complete manner
	
	

	· It is difficult to identify supporting documentation for material transactions
	
	

	· Lack of appropriate segregation of duties and/or mandatory vacations for employees completing key functions.
	
	

	· High turnover rates or employment of ineffective accounting, internal audit, or information technology staff 
	
	

	· Ineffective accounting and information systems, including situations involving reportable conditions 
	
	


 Page 2 of 3
Appendix B

Assess Environment for Fraudulent Reporting - Attitudes/Rationalizations

	Attitudes/Rationalizations Indicators
	Yes
	No

	Nonfinancial management's excessive participation in or preoccupation with the selection of accounting principles or the determination of significant estimates 
	
	

	Known history of violations of securities laws or other laws and regulations, or claims against the entity, its senior management, or board members alleging fraud or violations of laws and regulations 
	
	

	Excessive interest by management in maintaining or increasing the entity's stock price or earnings trend 
	
	

	A practice by management of committing to analysts, creditors, and other third parties to achieve aggressive or unrealistic forecasts 
	
	

	Management failing to correct known reportable conditions on a timely basis 
	
	

	An interest by management in employing inappropriate means to minimize reported earnings for tax-motivated reasons 
	
	

	Recent changes in management with a willingness to “clean house” with any ramifications pointed to the previous management team.
	
	

	Recurring attempts by management to justify marginal or inappropriate accounting on the basis of materiality 
	
	

	The relationship between management and the current or predecessor auditor is strained, as exhibited by the following: 
	
	

	· Frequent disputes with the current or predecessor auditor on accounting, auditing, or reporting matters 
	
	

	· Unreasonable demands on the auditor, such as unreasonable time constraints regarding the completion of the audit or the issuance of the auditor's report 
	
	

	· Formal or informal restrictions on the auditor that inappropriately limit access to people or information or the ability to communicate effectively with the board of directors or audit committee 
	
	

	· Domineering management behavior in dealing with the auditor, especially involving attempts to influence the scope of the auditor's work or the selection or continuance of personnel assigned to or consulted on the audit engagement 
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� AICPA. Statement of Auditing Standard 99. Auditing Standards Board. 2002.





